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Reminders: The hash table

<latexit sha1_base64="0f399/PvgM9VPfYLzxM1vwUXqp8=">AAAB+nicbVDLTgIxFO3gC/E16NJNIzFxRWaMUZdENywx4ZXAhNwpBRo6j7R3VDLyKW5caIxbv8Sdf2OBWSh4kiYn59zT3h4/lkKj43xbubX1jc2t/HZhZ3dv/8AuHjZ1lCjGGyySkWr7oLkUIW+gQMnbseIQ+JK3/PHtzG/dc6VFFNZxEnMvgGEoBoIBGqlnF7vIHzGtgh7ROpjUtGeXnLIzB10lbkZKJEOtZ391+xFLAh4ik6B1x3Vi9FJQKJi5r9BNNI+BjWHIO4aGEHDtpfPVp/TUKH06iJQ5IdK5+juRQqD1JPDNZAA40sveTPzP6yQ4uPZSEcYJ8pAtHhokkmJEZz3QvlCcoZwYAkwJsytlI1DA0LRVMCW4y19eJc3zsntZdu8uSpWbrI48OSYn5Iy45IpUSJXUSIMw8kCeySt5s56sF+vd+liM5qwsc0T+wPr8AUIilAA=</latexit>

Hash Table

<latexit sha1_base64="vs6Tirj7QYuHqxRLwZ7/zsNxL5I=">AAAB+XicdZDJSgNBEIZ74hbjNurRS2MQPIUZCTG5Bb3kGMEskAyhp1NJmvQsdNcEw5A38eJBEa++iTffxs5CUNEfGorvr6Kqfz+WQqPjfFqZjc2t7Z3sbm5v/+DwyD4+aeooURwaPJKRavtMgxQhNFCghHasgAW+hJY/vp37rQkoLaLwHqcxeAEbhmIgOEODerbdRXjAtMb0iPKoD7OenXcKlUqlXC5Rt+AsRJek6KxJnqxU79kf3X7EkwBC5JJp3XGdGL2UKRRcwizXTTTEjI/ZEDqmDFkA2ksXl8/ohSF9OoiUeSHSBf0+kbJA62ngm86A4Uj/9ubwL6+T4KDspSKME4SQLxcNEkkxovMYaF8o4CinpmBcCXMr5SOmGEcTVs6EsP77/0XzquCWCu5dMV+9WcWRJWfknFwSl1yTKqmROmkQTibkkTyTFyu1nqxX623ZmrFWM6fkh6z3LyPdlAI=</latexit>
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<latexit sha1_base64="qWcsysEDo5rSWjyX0/8PV2M74y0=">AAACBHicdVDLSgMxFM34rPU16rKbYBFcDTNSarsrdOOygn1AW0omzbShmcyQ3BHL0IUbf8WNC0Xc+hHu/BszbSkqeiBwOQ9u7vFjwTW47qe1tr6xubWd28nv7u0fHNpHxy0dJYqyJo1EpDo+0UxwyZrAQbBOrBgJfcHa/qSe6e1bpjSP5A1MY9YPyUjygFMChhrYhR6wO0jrUWhiOrPhIJE0E2cDu+g61Wq1Uiljz3HnwAum5K6YIlqiMbA/esOIJiGTQAXRuuu5MfRTooBTwWb5XqJZTOiEjFjXjJKETPfT+REzfGaYIQ4iZZ4EPGe/J1ISaj0NfeMMCYz1by0j/9K6CQSVfsplnACTdLEoSASGCGeN4CFXjIKYmoFQxc1fMR0TRSiY3vKmhNXt/w+tC8crO951qVgrLevIoQI6RefIQ5eohq5QAzURRffoET2jF+vBerJerbeFdc1aZk7QD1jvX3LtmTs=</latexit> C
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<latexit sha1_base64="zICEmkBevxARZpWljpxS10y006Q=">AAAB8HicdVDLSgMxFM3UV62vqks3wSJUkDJpi7qSghvBTQX7kHYYMmmmDU0yQ5IRytCvcONCEbd+jjv/xvQhVtEDFw7n3Mu99wQxZ9q47oeTWVpeWV3Lruc2Nre2d/K7e00dJYrQBol4pNoB1pQzSRuGGU7bsaJYBJy2guHlxG/dU6VZJG/NKKaewH3JQkawsdJd8dpHJ8RHx36+gEruFND9JhVULZcr8MsqgDnqfv6924tIIqg0hGOtO8iNjZdiZRjhdJzrJprGmAxxn3YslVhQ7aXTg8fwyCo9GEbKljRwqi5OpFhoPRKB7RTYDPRvbyL+5XUSE557KZNxYqgks0VhwqGJ4OR72GOKEsNHlmCimL0VkgFWmBibUW4xhP9Js1xCpyV0Uy3ULuZxZMEBOARFgMAZqIErUAcNQIAAD+AJPDvKeXRenNdZa8aZz+yDH3DePgHyT48x</latexit> (K
1
,c

1
)

<latexit sha1_base64="yn4ho/cVKFwVstHCDt8hM9eVcl4=">AAAB8HicdVDLSgNBEOyNrxhfUY9eBoMQQcJusqgnCXgRvEQwD0mWZXYySYbMzC4zs0JY8hVePCji1c/x5t+4eYhRtKChqOqmuyuIONPGtj+szNLyyupadj23sbm1vZPf3WvoMFaE1knIQ9UKsKacSVo3zHDaihTFIuC0GQwvJ37znirNQnlrRhH1BO5L1mMEm1S6K1777gnx3WM/X3BK9hTI/iYVxy2XK+jLKsAcNT//3umGJBZUGsKx1m3HjoyXYGUY4XSc68SaRpgMcZ+2UyqxoNpLpgeP0VGqdFEvVGlJg6bq4kSChdYjEaSdApuB/u1NxL+8dmx6517CZBQbKslsUS/myIRo8j3qMkWJ4aOUYKJYeisiA6wwMWlGucUQ/ieNcsk5LTk3bqF6MY8jCwdwCEVw4AyqcAU1qAMBAQ/wBM+Wsh6tF+t11pqx5jP78APW2yf7eY83</latexit> (K
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<latexit sha1_base64="nKsHQzb/sjA6t96mfqCH7ILE308=">AAAB7XicdVDJSgNBEO2JW4xb1KOXxiB4CjNJUE8S8OIxglkgGUJPT0/Spqd76K4JhCH/4MWDIl79H2/+jZ1FXNAHBY/3qqiqFySCG3Dddye3srq2vpHfLGxt7+zuFfcPWkalmrImVULpTkAME1yyJnAQrJNoRuJAsHYwupr57THThit5C5OE+TEZSB5xSsBKrd44VGD6xZJXdufA7heperVKpYo/rRJaotEvvvVCRdOYSaCCGNP13AT8jGjgVLBpoZcalhA6IgPWtVSSmBk/m187xSdWCXGktC0JeK5+n8hIbMwkDmxnTGBofnsz8S+vm0J04WdcJikwSReLolRgUHj2Og65ZhTExBJCNbe3YjokmlCwARW+h/A/aVXK3lnZu6mV6pfLOPLoCB2jU+Shc1RH16iBmoiiO3SPHtGTo5wH59l5WbTmnOXMIfoB5/UD4uGPVA==</latexit>

...

<latexit sha1_base64="TnzeuLUIEywrn8erOgsUmGk1dEI=">AAAB8HicdVDLSgNBEOyNrxhfUY9eBoMQQcLuJqgnCXgRvEQwD0mWZXYySYbMzi4zs0JY8hVePCji1c/x5t84eYhRtKChqOqmuyuIOVPatj+szNLyyupadj23sbm1vZPf3WuoKJGE1knEI9kKsKKcCVrXTHPaiiXFYcBpMxheTvzmPZWKReJWj2LqhbgvWI8RrI10V7z23RPiu8d+vuCU7CmQ/U3KTsV1y+jLKsAcNT//3ulGJAmp0IRjpdqOHWsvxVIzwuk410kUjTEZ4j5tGypwSJWXTg8eoyOjdFEvkqaERlN1cSLFoVKjMDCdIdYD9dubiH957UT3zr2UiTjRVJDZol7CkY7Q5HvUZZISzUeGYCKZuRWRAZaYaJNRbjGE/0nDLTmnJeemUqhezOPIwgEcQhEcOIMqXEEN6kAghAd4gmdLWo/Wi/U6a81Y85l9+AHr7RP1XY8z</latexit> (K
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)

<latexit sha1_base64="7pJ+dqZTAAtkbH+j6oyvGySbGo4=">AAAB8HicdVDLSgNBEOyNrxhfUY9eBoMQQcJuNqgnCXgRvEQwD0mWZXYySYbMzC4zs0JY8hVePCji1c/x5t+4eYhRtKChqOqmuyuIONPGtj+szNLyyupadj23sbm1vZPf3WvoMFaE1knIQ9UKsKacSVo3zHDaihTFIuC0GQwvJ37znirNQnlrRhH1BO5L1mMEm1S6K1777gnx3WM/X3BK9hTI/iauUymXXfRlFWCOmp9/73RDEgsqDeFY67ZjR8ZLsDKMcDrOdWJNI0yGuE/bKZVYUO0l04PH6ChVuqgXqrSkQVN1cSLBQuuRCNJOgc1A//Ym4l9eOza9cy9hMooNlWS2qBdzZEI0+R51maLE8FFKMFEsvRWRAVaYmDSj3GII/5NGueSclpybSqF6MY8jCwdwCEVw4AyqcAU1qAMBAQ/wBM+Wsh6tF+t11pqx5jP78APW2yf4a481</latexit> (K
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,c
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)

<latexit sha1_base64="nKsHQzb/sjA6t96mfqCH7ILE308=">AAAB7XicdVDJSgNBEO2JW4xb1KOXxiB4CjNJUE8S8OIxglkgGUJPT0/Spqd76K4JhCH/4MWDIl79H2/+jZ1FXNAHBY/3qqiqFySCG3Dddye3srq2vpHfLGxt7+zuFfcPWkalmrImVULpTkAME1yyJnAQrJNoRuJAsHYwupr57THThit5C5OE+TEZSB5xSsBKrd44VGD6xZJXdufA7heperVKpYo/rRJaotEvvvVCRdOYSaCCGNP13AT8jGjgVLBpoZcalhA6IgPWtVSSmBk/m187xSdWCXGktC0JeK5+n8hIbMwkDmxnTGBofnsz8S+vm0J04WdcJikwSReLolRgUHj2Og65ZhTExBJCNbe3YjokmlCwARW+h/A/aVXK3lnZu6mV6pfLOPLoCB2jU+Shc1RH16iBmoiiO3SPHtGTo5wH59l5WbTmnOXMIfoB5/UD4uGPVA==</latexit>

...
<latexit sha1_base64="nKsHQzb/sjA6t96mfqCH7ILE308=">AAAB7XicdVDJSgNBEO2JW4xb1KOXxiB4CjNJUE8S8OIxglkgGUJPT0/Spqd76K4JhCH/4MWDIl79H2/+jZ1FXNAHBY/3qqiqFySCG3Dddye3srq2vpHfLGxt7+zuFfcPWkalmrImVULpTkAME1yyJnAQrJNoRuJAsHYwupr57THThit5C5OE+TEZSB5xSsBKrd44VGD6xZJXdufA7heperVKpYo/rRJaotEvvvVCRdOYSaCCGNP13AT8jGjgVLBpoZcalhA6IgPWtVSSmBk/m187xSdWCXGktC0JeK5+n8hIbMwkDmxnTGBofnsz8S+vm0J04WdcJikwSReLolRgUHj2Og65ZhTExBJCNbe3YjokmlCwARW+h/A/aVXK3lnZu6mV6pfLOPLoCB2jU+Shc1RH16iBmoiiO3SPHtGTo5wH59l5WbTmnOXMIfoB5/UD4uGPVA==</latexit>

...

<latexit sha1_base64="P/J8tBpBdJH6REtQypgW+yB6D4E=">AAAB+nicbVDJSgNBEO2JW4xbokcvjYngKcwEMeYiAS9CLhHMAkkIPZ1K0qRnobtGDWM+xYsHRbz6Jd78GzsLotEHBY/3qqiq54ZSaLTtTyuxsrq2vpHcTG1t7+zupTP7dR1EikONBzJQTZdpkMKHGgqU0AwVMM+V0HBHl1O/cQtKi8C/wXEIHY8NfNEXnKGRuulMG+Ee4wqMaSXXdXIT2k1n7bw9A7XzJadYKpTot+IsSJYsUO2mP9q9gEce+Mgl07rl2CF2YqZQcAmTVDvSEDI+YgNoGeozD3Qnnp0+ocdG6dF+oEz5SGfqz4mYeVqPPdd0egyHetmbiv95rQj7551Y+GGE4PP5on4kKQZ0mgPtCQUc5dgQxpUwt1I+ZIpxNGmlTAjO8st/Sb2Qd87yzvVptnyxiCNJDskROSEOKZIyuSJVUiOc3JFH8kxerAfryXq13uatCWsxc0B+wXr/Au/TkyE=</latexit>

Key K1

<latexit sha1_base64="Rj9J20Lrbt4kJzN5G1vNKg72F7E=">AAAB+nicbVDJSgNBEO2JW4xbokcvjYngKcwEMeYiAS9CLhHMAkkIPZ1K0qRnobtGDWM+xYsHRbz6Jd78GzsLotEHBY/3qqiq54ZSaLTtTyuxsrq2vpHcTG1t7+zupTP7dR1EikONBzJQTZdpkMKHGgqU0AwVMM+V0HBHl1O/cQtKi8C/wXEIHY8NfNEXnKGRuulMG+Ee4wqMaSXXLeQmtJvO2nl7BmrnS06xVCjRb8VZkCxZoNpNf7R7AY888JFLpnXLsUPsxEyh4BImqXakIWR8xAbQMtRnHuhOPDt9Qo+N0qP9QJnykc7UnxMx87Qee67p9BgO9bI3Ff/zWhH2zzux8MMIwefzRf1IUgzoNAfaEwo4yrEhjCthbqV8yBTjaNJKmRCc5Zf/knoh75zlnevTbPliEUeSHJIjckIcUiRlckWqpEY4uSOP5Jm8WA/Wk/Vqvc1bE9Zi5oD8gvX+BfFakyI=</latexit>

Key K2

<latexit sha1_base64="/4HycKWMyPyKG4EiPF37AI7l+l0=">AAAB+nicbVDLSgNBEJyN7/hK9OhlMBE8hd0gxlwk4EXwomASIVnC7KQTB2dnl5ledVnzKV48KOLVL/Hm3ziJQXwVNBRV3XR3BbEUBl333cnNzM7NLywu5ZdXVtfWC8WNlokSzaHJIxnpi4AZkEJBEwVKuIg1sDCQ0A6ujsZ++xq0EZE6xzQGP2RDJQaCM7RSr1DsItxidgIpPSn3VHlEe4WSW3EnoG6l7tXq1Tr9UrwpKZEpTnuFt24/4kkICrlkxnQ8N0Y/YxoFlzDKdxMDMeNXbAgdSxULwfjZ5PQR3bFKnw4ibUshnajfJzIWGpOGge0MGV6a395Y/M/rJDg48DOh4gRB8c9Fg0RSjOg4B9oXGjjK1BLGtbC3Un7JNONo08rbELzfL/8lrWrF2694Z3ulxuE0jkWyRbbJLvFIjTTIMTklTcLJDbknj+TJuXMenGfn5bM150xnNskPOK8fTQ2TXg==</latexit>

Key Kn

<latexit sha1_base64="cAwhnR1gJxta202J/o8fBIejlUc=">AAAB83icbVDLSgNBEJyNrxhfUY9eBoPgKewGMeYiAS+ClwjmAdklzE46yZDZBzO9YljyG148KOLVn/Hm3zhJFtFoQUNR1U13lx9LodG2P63cyura+kZ+s7C1vbO7V9w/aOkoURyaPJKR6vhMgxQhNFGghE6sgAW+hLY/vpr57XtQWkThHU5i8AI2DMVAcIZGcl2EB0xvYKKntFcs2WV7DmqXa061VqnRb8XJSIlkaPSKH24/4kkAIXLJtO46doxeyhQKLmFacBMNMeNjNoSuoSELQHvp/OYpPTFKnw4iZSpEOld/TqQs0HoS+KYzYDjSy95M/M/rJji48FIRxglCyBeLBomkGNFZALQvFHCUE0MYV8LcSvmIKcbRxFQwITjLL/8lrUrZOS87t2el+mUWR54ckWNyShxSJXVyTRqkSTiJySN5Ji9WYj1Zr9bbojVnZTOH5Bes9y9r7JHu</latexit>

Keys <latexit sha1_base64="SadTgAZuTLUsiSP6H/WXxkVdcVY=">AAAB/nicdVBNSwMxEM36bf1aFU9egkXwtGT7pV6k4KVHBatCW0o2zbah2eySzIplKfhXvHhQxKu/w5v/xmytoKIPBh7vzTAzL0ikMEDIuzMzOze/sLi0XFhZXVvfcDe3Lk2casabLJaxvg6o4VIo3gQBkl8nmtMokPwqGJ7m/tUN10bE6gJGCe9EtK9EKBgFK3XdnTbwW8ga1AxwmCqWq2PcdYvEI7VquVrFxCuTGjnMybFfqpR87HtkgiKa4qzrvrV7MUsjroBJakzLJwl0MqpBMMnHhXZqeELZkPZ5y1JFI2462eT8Md63Sg+HsbalAE/U7xMZjYwZRYHtjCgMzG8vF//yWimER51MqCQFrtjnojCVGGKcZ4F7QnMGcmQJZVrYWzEbUE0Z2MQKNoSvT/H/5LLk+TXPP68U6yfTOJbQLtpDB8hHh6iOGugMNRFDGbpHj+jJuXMenGfn5bN1xpnObKMfcF4/AMSIlgI=</latexit>

Hash function
<latexit sha1_base64="Lmq+RMUh4JcIIoJUYVLn4w+DuN0=">AAAB/XicdVDJSgNBEO1xjXGLy81LYxA8DTNxXHKRqBePEcwCSQg9nYo26VnorhHjEPwVLx4U8ep/ePNv7CyCij4oeLxXRVU9P5ZCo+N8WFPTM7Nz85mF7OLS8spqbm29qqNEcajwSEaq7jMNUoRQQYES6rECFvgSan7vbOjXbkBpEYWX2I+hFbCrUHQFZ2ikdm6ziXCL6WnCe4D0RCnWH9B2Lu/Yxf0Dt+hQx3Zdz/MKhhSOvMKeR13bGSFPJii3c+/NTsSTAELkkmndcJ0YWylTKLiEQbaZaIgZ77EraBgasgB0Kx1dP6A7RunQbqRMhUhH6veJlAVa9wPfdAYMr/Vvbyj+5TUS7B61UhHGCULIx4u6iaQY0WEUtCMUcJR9QxhXwtxK+TVTjKMJLGtC+PqU/k+qBds9sN0LL186nsSRIVtkm+wSlxySEjknZVIhnNyRB/JEnq1769F6sV7HrVPWZGaD/ID19gnItpVw</latexit>

Bucket Array

<latexit sha1_base64="QB+MZMwGEcDdaEpfHCjjvmO1g8I=">AAACEHicdVDLSgMxFM34tr6qLt0Ei+jGIRmkVgQR3LhUsA/olJJJUxuaeZDcEcvQT3Djr7hxoYhbl+78GzNtBRU9kMvhnHu5uSdIlDRAyIczNT0zOze/sFhYWl5ZXSuub9RMnGouqjxWsW4EzAglI1EFCUo0Ei1YGChRD/pnuV+/EdrIOLqCQSJaIbuOZFdyBlZqF3d9ELeQua6L9z3/2D/ep3kleRkxD1tviNvFEnEJIZRSnBN6WCaWHB1VPFrBNLcsSmiCi3bx3e/EPA1FBFwxY5qUJNDKmAbJlRgW/NSIhPE+uxZNSyMWCtPKRgcN8Y5VOrgba/siwCP1+0TGQmMGYWA7QwY989vLxb+8ZgrdSiuTUZKCiPh4UTdVGGKcp4M7UgsOamAJ41rav2LeY5pxsBkWbAhfl+L/Sc1zadmllwel05NJHAtoC22jPUTRITpF5+gCVRFHd+gBPaFn5955dF6c13HrlDOZ2UQ/4Lx9AlwdmP4=</latexit> ..
.
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<latexit sha1_base64="HbZecF/h0qCNh2x3/DZCRVw4QL4=">AAAB6HicdVDLSsNAFJ3UV62vqks3g0VwFSYxtHUjBTcuW7APaEOZTCft2MkkzEyEEvoFblwo4tZPcuffOGkrqOiBC4dz7uXee4KEM6UR+rAKa+sbm1vF7dLO7t7+QfnwqKPiVBLaJjGPZS/AinImaFszzWkvkRRHAafdYHqd+917KhWLxa2eJdSP8FiwkBGsjdRCw3IF2Zf1qutVIbIRqjmukxO35l140DFKjgpYoTksvw9GMUkjKjThWKm+gxLtZ1hqRjidlwapogkmUzymfUMFjqjys8Whc3hmlBEMY2lKaLhQv09kOFJqFgWmM8J6on57ufiX1091WPczJpJUU0GWi8KUQx3D/Gs4YpISzWeGYCKZuRWSCZaYaJNNyYTw9Sn8n3Rc26naTsurNK5WcRTBCTgF58ABNdAAN6AJ2oAACh7AE3i27qxH68V6XbYWrNXMMfgB6+0T2eyM+A==</latexit> 0
<latexit sha1_base64="qA2qJNhWa1ZyPu9U5lM6qhROBUY=">AAAB6HicdVDLSsNAFJ3UV62vqks3g0VwFTIxtHUjBTcuW7APaEOZTCft2MkkzEyEEvoFblwo4tZPcuffOGkrqOiBC4dz7uXee4KEM6Ud58MqrK1vbG4Vt0s7u3v7B+XDo46KU0lom8Q8lr0AK8qZoG3NNKe9RFIcBZx2g+l17nfvqVQsFrd6llA/wmPBQkawNlILDcsVx76sV12vCh3bcWrIRTlxa96FB5FRclTACs1h+X0wikkaUaEJx0r1kZNoP8NSM8LpvDRIFU0wmeIx7RsqcESVny0OncMzo4xgGEtTQsOF+n0iw5FSsygwnRHWE/Xby8W/vH6qw7qfMZGkmgqyXBSmHOoY5l/DEZOUaD4zBBPJzK2QTLDERJtsSiaEr0/h/6Tj2qhqo5ZXaVyt4iiCE3AKzgECNdAAN6AJ2oAACh7AE3i27qxH68V6XbYWrNXMMfgB6+0T23CM+Q==</latexit> 1

<latexit sha1_base64="N0NVets5bUN0APRzFfnTda1towM=">AAAB6HicdVDLSsNAFJ3UV62vqks3g0VwFZIY2rqRghuXLdgHtKFMpjft2MmDmYlQQr/AjQtF3PpJ7vwbJ20FFT1w4XDOvdx7j59wJpVlfRiFtfWNza3idmlnd2//oHx41JFxKii0acxj0fOJBM4iaCumOPQSAST0OXT96XXud+9BSBZHt2qWgBeSccQCRonSUssZliuWeVmvOm4VW6Zl1WzHzolTcy9cbGslRwWt0ByW3wejmKYhRIpyImXfthLlZUQoRjnMS4NUQkLolIyhr2lEQpBetjh0js+0MsJBLHRFCi/U7xMZCaWchb7uDImayN9eLv7l9VMV1L2MRUmqIKLLRUHKsYpx/jUeMQFU8ZkmhAqmb8V0QgShSmdT0iF8fYr/Jx3HtKum3XIrjatVHEV0gk7RObJRDTXQDWqiNqII0AN6Qs/GnfFovBivy9aCsZo5Rj9gvH0C3PSM+g==</latexit> 2
<latexit sha1_base64="DOT+HXdBUN3HQWwLhnVHcf1pidg=">AAAB6nicdVDLSsNAFJ34rPVVdelmsAhuDJkY2rqRghtXUtE+oA1lMp20QyeTMDMRSugnuHGhiFu/yJ1/46StoKIHLhzOuZd77wkSzpR2nA9raXlldW29sFHc3Nre2S3t7bdUnEpCmyTmsewEWFHOBG1qpjntJJLiKOC0HYwvc799T6VisbjTk4T6ER4KFjKCtZFur09Rv1R27PNaxfUq0LEdp4pclBO36p15EBklRxks0OiX3nuDmKQRFZpwrFQXOYn2Myw1I5xOi71U0QSTMR7SrqECR1T52ezUKTw2ygCGsTQlNJyp3ycyHCk1iQLTGWE9Ur+9XPzL66Y6rPkZE0mqqSDzRWHKoY5h/jccMEmJ5hNDMJHM3ArJCEtMtEmnaEL4+hT+T1qujSo2uvHK9YtFHAVwCI7ACUCgCurgCjRAExAwBA/gCTxb3Hq0XqzXeeuStZg5AD9gvX0C4H6NiA==</latexit> N
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<latexit sha1_base64="gr91wYDYyPJj3ULJYlgVL5lKFH4=">AAAB7XicdVDLSsNAFJ34rPVVdelmsAiuQhJDWzdScOOygn1AG8pkMmnHTmbCzEQoof/gxoUibv0fd/6Nk7aCih64cDjnXu69J0wZVdpxPqyV1bX1jc3SVnl7Z3dvv3Jw2FEik5i0sWBC9kKkCKOctDXVjPRSSVASMtINJ1eF370nUlHBb/U0JUGCRpzGFCNtpM6ARUKrYaXq2BeNmufXoGM7Tt313IJ4df/ch65RClTBEq1h5X0QCZwlhGvMkFJ910l1kCOpKWZkVh5kiqQIT9CI9A3lKCEqyOfXzuCpUSIYC2mKazhXv0/kKFFqmoSmM0F6rH57hfiX18903AhyytNME44Xi+KMQS1g8TqMqCRYs6khCEtqboV4jCTC2gRUNiF8fQr/Jx3Pdmu2e+NXm5fLOErgGJyAM+CCOmiCa9ACbYDBHXgAT+DZEtaj9WK9LlpXrOXMEfgB6+0THQGPfA==</latexit> ..
.



Reminders

• In the hash table scheme described so far, it is important that
the load factor λ = n/N is kept below 1

• With separate chaining (considering two levels of containers or
storing each bucket as a new map), when λ gets close to 1
the probability of a collision increases

• This adds to the overhead of our operations as we must now
use additional maps to store the buckets that have collisions

• Similarly with open addressing (storing the bucket array as a
simple array), as the load factor grows and start approaching
1, clusters of entries start to grow as well. These clusters
cause the probing strategies to “bounce around” the bucket
array for a considerable amount of time before they find an
empty spot



Reminders

• All in all, and for the two approaches, experiments suggest
that we should maintain λ < 0.9 for separate chaining and
λ < 0.5 for open addressing

• If an insertion causes the load factor to go above the specified
threshold, then it is common to resize the table adn to
reinsert all objects into the new table

• Although we need not define a new hash code for each object,
we do need to reapply a new compression function that takes
into consideration the size of the new table

• When rehashing to a new table, it is a good requirement for
the new array’s size to be a prime number approximately
doubling the previous size



An anecdote on Hashing and Computer Security

• In a 2003 paper, researchers discuss the possibilty to exploit a
hash table worst case performance to cause a denial of service
attack of internet technologies

• Since many published algorithms compute hash codes with a
deterministic function, an attacker could precompute a very
large number of moderate length strings that all hash to the
identical 32 bits hash code.

• When two keys map to the same hash code, those keys will be
inseparable in the collision resolution

• In 2011, another team of researchers demonstrated an
implementation of just such an attack



An anecdote on Hashing and Computer Security

• Web servers allow a series of key-value parameters to be
embedded in a URL using a syntax such as

?key1=val1&key2=val2&key3=val3

• Those key value pairs are strings and a typical Web server
immediately stores them in a hash-map.

• Servers already place a limit on the length and number of
such parameters to avoid overload, but they presume that the
total insertion time in the map will be linear in the number of
entries

• However, if all the keys were to collide, the insertion into the
map will require quadratic time, causing the server to perform
an inordinate amount of work.



An anecdote on Hashing and Computer Security

• In 2012, the open JDK team announced the following
resolution: they distributed a security patch that includes an
alternative hash function that introduces randomization into
the computation of hash codes maling it less tractable to
reverse engineer a set of colliding strings.



Java implementation of the Hash table

• In this course, we will study two implementations of the Hash
table: one using separate chaining, and the other using open
addressing with linear probing

• While the two approaches are quite different, there are many
higher level commonalities to the two hashing algorithms. For
that reason, we will extend the AsbtractMap class to define a
new AbstractHashMap class which provides much of the
functionality common to our two has table implementations

• The AbtractHashMap class will not provide any concrete
representation of the bucket array.



Java implementation of the Hash table

• In our first implementation, our AbstractHashMap class will
assume each of the following to be abstract methods that will
have to be implemented by the subclasses

createTable() creates an initially empty table having size equal
to the a designated capacity instance variable

bucketGet(h,k) This method should mimic the semantics
of the public get method but for a key k
that is known to hash to bucket h

bucketPut(h, k, v) This method should mimic the semantics
of the public put method but for a key k that
is known to hash to bucket h



Java implementation of the Hash table

• In our first implementation, our AbstractHashMap class will
assume each of the following to be abstract methods that will
have to be implemented by the subclasses

bucketRemove(h, k) This method should mimic the semantics
of the public remove method, but for a key k
known to hash to bucket h

entrySet() This standard map method iterates through
all entries of the map. We do not delegate
this on a per-bukcket basis because “buckets”
in open addressing are not inherently disjoint



Java implementation of the Hash table

• We will design our AsbtractHashMap class so that it
implements randomized Multiply-Add-and-Divide (MAD)

public abstract class AbstractHashMap<K,V>

extends AbstractMap<K,V> {

protected int n = 0; // n of entries in dictionary

protected int capacity; // length of table

private int prime; // prime factor

private long scale, shift;

public AbstractHashMap(int cap, int p) {

prime = p;

capacity = cap;

Random rand = new Random( );

scale = rand.nextInt(prime-1) + 1;

shift = rand.nextInt(prime);

createTable( );}



Java implementation of the Hash table
• We will also provide support for automatic resizing of the

underlying hash table when the load factor reaches a certain
threshold

public abstract class AbstractHashMap<K,V>

extends AbstractMap<K,V> {

protected int n = 0; // n of entries in dictionary

protected int capacity; // length of table

private int prime; // prime factor

private long scale, shift;

public AbstractHashMap(int cap, int p) {

prime = p;

capacity = cap;

Random rand = new Random( );

scale = rand.nextInt(prime-1) + 1;

shift = rand.nextInt(prime);

createTable( );}



Java implementation of the Hash table
• To manage the load factor, the AsbtractHashMap class

declares a protected member n which should equal the current
numbe rof entries in the map. It should however rely on the
subclasses to update this field from within the
methodsbucketPut and bucketRemove

public abstract class AbstractHashMap<K,V>

extends AbstractMap<K,V> {

// part II

public AbstractHashMap(int cap)

{ this(cap, 109345121); } // default prime

public AbstractHashMap( ) { this(17); }

protected abstract void createTable( );

protected abstract V bucketGet(int h, K k);

protected abstract V bucketPut(int h, K k, V v);

protected abstract V bucketRemove(int h, K k);}



Java implementation of the Hash table
• If the load factor of the table increases beyond 0.5, we request

a bigger table (using the createTable()) method and
reinsert all entries into the new table

public abstract class AbstractHashMap<K,V>

extends AbstractMap<K,V> {

// part IV

private void resize(int newCap) {

ArrayList<Entry<K,V>> buffer = new ArrayList<>(n);

for (Entry<K,V> e : entrySet( ))

buffer.add(e);

capacity = newCap;

createTable( ); // based on updated capacity

n = 0;

// will be recomputed while reinserting entries

for (Entry<K,V> e : buffer)

put(e.getKey( ), e.getValue( ));}



Java implementation of the Hash table
• We define the general get, remove and put based on the

abstract bucketGet, bucketPut and bucketRemove

methods.

public abstract class AbstractHashMap<K,V>

extends AbstractMap<K,V> {

// part III

public int size( ) { return n; }

public V get(K key) { return bucketGet(hashValue(key), key); }

public V remove(K key)

{ return bucketRemove(hashValue(key), key); }

public V put(K key, V value) {

V answer = bucketPut(hashValue(key), key, value);

if (n > capacity / 2) // load factor <= 0.5

resize(2 *capacity - 1); // (or find nearby prime)

return answer;

}



Java implementation of the Hash table

• Recall that the Multiply-Add-and-Divide method for
compression maps an integer from the hash function to the
position [(a ∗ i+ b mod p)] mod N in the bucket array. N
and p are primes.

public abstract class AbstractHashMap<K,V>

extends AbstractMap<K,V> {

// part IV

private int hashValue(K key) {

return (int) ((Math.abs(

key.hashCode( )*scale + shift) % prime) % capacity);

}



I. Separate chaining
• To represent each bucket for separate chaining, we use an

instance of the simpler UnsortedTableMap class.

• This idea of using a simple solution to a problem to create a
more advanced one is called bootstrapping.

public class ChainHashMap<K,V>

extends AbstractHashMap<K,V> {

// fixed capacity array that serves as bucket

private UnsortedTableMap<K,V>[ ] table;

public ChainHashMap( ) { super( ); }

public ChainHashMap(int cap) { super(cap); }

public ChainHashMap(int cap, int p) { super(cap, p); }

/** Creates empty table having length = capacity. */

protected void createTable( ) {

table = (UnsortedTableMap<K,V>[ ])

new UnsortedTableMap[capacity];}



I. Separate chaining

• The entire hash table is then represented as a fixed-capacity
array A of the secondary maps. Each cell, A[h] is initially a
null reference; we only create a secondary map when an entry
is first hashed to a particular bucket

public class ChainHashMap<K,V>

extends AbstractHashMap<K,V> {

// fixed capacity array that serves as bucket

private UnsortedTableMap<K,V>[ ] table;

public ChainHashMap( ) { super( ); }

public ChainHashMap(int cap) { super(cap); }

public ChainHashMap(int cap, int p) { super(cap, p); }

/** Creates empty table having length = capacity. */

protected void createTable( ) {

table = (UnsortedTableMap<K,V>[ ])

new UnsortedTableMap[capacity];}



I. Separate chaining

• We implement the methods bucketGet(h,k),
bucketPut(h,k,v) and bucketRemove(h,k) by respectively
calling A[h].get(k), A[h].put(k) and A[h].remove(k)

protected V bucketGet(int h, K k) {

UnsortedTableMap<K,V> bucket = table[h];

if (bucket == null) return null;

return bucket.get(k);

}



I. Separate chaining

• We implement the methods bucketGet(h,k),
bucketPut(h,k,v) and bucketRemove(h,k) by respectively
calling A[h].get(k), A[h].put(k) and A[h].remove(k)

/** hashValue = h */

protected V bucketPut(int h, K k, V v) {

UnsortedTableMap<K,V> bucket = table[h];

if (bucket == null)

bucket = table[h] = new UnsortedTableMap<>( );

int oldSize = bucket.size( );

V answer = bucket.put(k,v);

n += (bucket.size( ) - oldSize);

return answer;

}



I. Separate chaining

• We implement the methods bucketGet(h,k),
bucketPut(h,k,v) and bucketRemove(h,k) by respectively
calling A[h].get(k), A[h].put(k) and A[h].remove(k)

/** hashValue = h */

protected V bucketRemove(int h, K k) {

UnsortedTableMap<K,V> bucket = table[h];

if (bucket == null) return null;

int oldSize = bucket.size( );

V answer = bucket.remove(k);

n -= (oldSize - bucket.size( ));

return answer;

}



I. Separate chaining

• There is however need for care for several reasons:

• First because we choose to leave table cells as null until a
secondary map is needed. Each of the operations must thus
begin by checking to see if A[h] is null. In the case of
bucketGet and bucketRemove, we can simply we can simply
return null if the entry does not exist. In the bucketPut, a
new entry must be inserted so we instantiate a new
UnsortedTableMap

• The second point to which we must pay attention is that in
our implementation of the AbstractHashMap class, it is the
child class which is responsible for maintaining the variable n
when an entry is newly inserted or deleted. The methods
bucketPut and BucketRemove therefore have to take this into
account when making calls to the methods put and remove.



I. Separate chaining

• We conclude with an implementation of the entrySet()

method which returns an iterable instance

public Iterable<Entry<K,V>> entrySet( ) {

ArrayList<Entry<K,V>> buffer = new ArrayList<>( );

for (int h=0; h < capacity; h++)

if (table[h] != null)

for (Entry<K,V> entry : table[h].entrySet( ))

buffer.add(entry);

return buffer;}



II. Linear Probing

• Just as we considered an implementation of a bucket table
using separate chaining, we now consider an implementation
of our bucket table relying on linear probing.

• To handle deletion, we place a special marker at the entry at
which any entry has been deleted so that we can distinguish
between this and empty entries

• This idea is implemented using the DEFUNCT entry as the
sentinel



II. Linear Probing

public class ProbeHashMap<K,V>

extends AbstractHashMap<K,V> {

// Part I

private MapEntry<K,V>[ ] table;

private MapEntry<K,V> DEFUNCT =

new MapEntry<>(null, null);

public ProbeHashMap( ) { super( ); }

public ProbeHashMap(int cap) { super(cap); }

public ProbeHashMap(int cap, int p) { super(cap, p); }

/** Creates empty table */

protected void createTable( ) {

table = (MapEntry<K,V>[ ]) new MapEntry[capacity]; }



II. Linear Probing

• On top of the bucketGet, bucketPut and bucketRemove

methods, when considering linear probing, we will also need to
add a method to either find a given key in the array or return
an empty slot

• For that purpose, we implement the method findSlot which
screens the whole bucket (the bottom of the bucket
corresponding to the first null entry after h) to find an entry
matching the specified key k or to return the first
available/empty slot (DEFUNCT or null)

• This idea is implemented by keeping track of a variable
‘avail’ which is updated only once (when the first empty
slot is found)



II. Linear Probing

• If the key is not found, we return the first empty slot as a
negative number to avoid mistaking it with the position of the
key (which is returned as positive integer)

• When looking for the key, we must continue probing until we
find the key, or until we reach the bottom of the bucket (i.e.
the first null reference). In particular, we cannot stop the
search upon reaching a DEFUNCT sentinel.



II. Linear Probing

// Part II (see explanations on previous slide)

private boolean isAvailable(int j) {

return (table[j] == null || table[j] == DEFUNCT);}

private int findSlot(int h, K k) {

int avail = -1; // no slot available (thus far)

int j = h; // index while scanning table

do {

if (isAvailable(j)) { // empty or defunct

if (avail == -1) avail = j; //available slot!

if (table[j] == null) break;

} else if (table[j].getKey( ).equals(k))

return j; // successful match

j = (j+1) % capacity; // look cyclically

} while (j != h);

return -(avail + 1); // search has failed

}



II. Linear Probing

// Part III

protected V bucketGet(int h, K k) {

int j = findSlot(h, k);

if (j < 0) return null; // no match found

return table[j].getValue( );}

/** Associates (k,v) with bucket h. */

protected V bucketPut(int h, K k, V v) {

int j = findSlot(h, k);

if (j >= 0) // this key has an existing entry

// if a match is found replace the value

return table[j].setValue(v);

// if no match is found we add the key value pair

table[-(j+1)] = new MapEntry<>(k, v);

n++;

return null;}



II. Linear Probing

// Part IV

protected V bucketRemove(int h, K k) {

int j = findSlot(h, k);

if (j < 0) return null; // nothing to remove

V answer = table[j].getValue( );

table[j] = DEFUNCT; // mark slot as deactivated

n--;

return answer;}

/**Returns collection of key-value entries of the map.*/

public Iterable<Entry<K,V>> entrySet( ) {

ArrayList<Entry<K,V>> buffer = new ArrayList<>( );

for (int h=0; h < capacity; h++)

if (!isAvailable(h)) buffer.add(table[h]);

return buffer;}}


